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PeryaatopHble nameHeHmd B 152-P3 «O nepCOHAAbHbIX
AQHHbIX

BMAbI MEPCOHAABbHBIX AQHHbIX B MPOdDCOKO3HOM OPTraHU3ALLMM

AULLO, OTBETCTBEHHOE 30 OPraHM3ALMIO 0OPADOTKM [MTAH

Coraacmsa B NPOCOCOK3HOM OPTraHM3ALLUM

AOroBop ¢ 06paboOTYNKOM MEPCOHAABHbLIX ACHHbIX

Ceccurgd BOMpoOCOB U OTBETOB



2020 - 519-¢3 }

Jsonouua 152-@3 or 27.07.2006 «O nepCOHaNbHLIX AAHHBIX»




PeryAaTopHbie
U3MeHeHus B 152-93
«O nepCoOHAAbHbIX

5 ACHHbIX)




[ToOdDOCOO3HAS OPraHM3ALMI — ONEPATOP NEPCOHAAbHbBIX ACHHbIX

Onepartop NePCOHAAbHbIX AOHHbIX (CT.3 152-P3) — 3TO rOCYAQPCTBEHHbLIM OPIAH, MYHMLMMOAAbHbIM OPIaH,
IOPUANHECKOE MAM  AOUIMYECKOE AMLO, COAMOCTOATEABHO WAM COBMECTHO C  APYIMMMU  AULLOMM
OPTrAOHM3YIOLLME U (MAM) OCYLLLECTBAAIOLLME ODPADOTKY MEPCOHAAbHbLIX AOHHbBIX, A TOKXE OMNPEAEAJOLLIME
LLEAM OBPADOTKM MNEPCOHOAAbHbBIX AQHHbLIX, COCTAB MEPCOHAAbHbLIX AQHHbIX, MOAAEXALLUMX OOPABOTKE,
AENCTBMA (OMepaLumnm), coBepLUaemble C MEPCOHAAbHBIMM AQHHbBIM.

* TOABKO TE€ MNPOAOCOIO3HbIE OPrAHU3ALLMM, KOTOPbIE MMEIOT CTATYC KPUAMYECKOTO AMLLA, SBASIOTCS
onepaTopamMm NePCOHAAbHbIX ACHHbIX

o [IpOCPCOIO3HAA OPraHm3aLLMg, SBASIOLLLAACH CTPYKTYPHbIM  MOAPO3AEAEHUEM TEPPUTOPUAABHOTO
OObEAMHEHMA MPOJOCO3HOM OPraHM3AUMM M HE ODAAAQIOLLLAY CTATYCOM topmamydeckoro Amuad, HE
SIBASIETCS ONEepPATOPOM NEPCOHAAbHBIX AOHHbIX



YBEAOMAEHME POCKOMHAA30PA 0O 0OpaboTke NepCOHAAbHbBIX AQHHbIX

AO 01.09.2022 npodbcoro3Hble opraHmisaumnm He yBeAOMASIAU PKH 06 ob6paboTtke MNAH, TOK KOK:

00PADATLIBOAM MEPCOHAAbHbIE AQHHbBIE TOABKO YAHOB Npodcolo3a

OCYLLLECTBAIAM ODPABOTKYY TOABKO AAS AOCTMXEHUS LLeA€U, NMPEeAYCMOTPEHHbIX Y4YpeAUTEeAbHbIMU
AOKYMEHTAaMMU

nepeAQyy NepPCOHAAbHbIX AOHHbIX OCYLLLECTBAIAM HO OCHOBOHMM COFAACHUSA B MTMCbMEHHOU dhopme

C 01.09.2022 r. npaBuAa naMmeHuAncob. Kaxaas npodcorosHas opradusaumsa obsas3aHa yseaomuts PKH 06

obpaboTke MNAH.

MCKAKOHEHMA CYLLIECTBYIOT TOABKO AAS ONEPATOPOB, KOTOPbIE (3OKOH Neo 266 o1 14.07.2022 1. «O BHECEHMM
M3MEHEHUU B PEAEPAAbHbIM 3AKOH «O MepPCOHAAbHbIX AQHHbBIX)):

BKAIOYEHbI B TOCYAOQPCTBEHHbBIE MHADOPMALMOHHBLIE CUCTEMbI MEPCOHOAAbHBIX ACHHbBIX, CO3AOHHbLIE B
LLEAAX 3ALLMTbI OE30MACHOCTM TOCYAQPCTBA M ODLLLECTBEHHOTO nopsaka (EbC);

OCYLLECTBAAIOT  AEATEABHOCTb MO 0O0OPAOOTKE MNEPCOHOAAbHbLIX  AQHHbBIX  MCKAIOYUTEABHO  O€3
MCMOAb3OBAHMA CPEACTB OBTOMATU3ALMM (O ECTb AM TOKMES!);

OOpPAOATLIBAIOT AQHHbIE B CAYYAAX, MPEAYCMOTPEHHbBIX 3AKOHOAOTEABCTBOM PP O TPAHCNOPTHOMU
oe3onacHoctm (EMMC OTb).



CoAaepxaHme yBeAOMAEHMA B PKH 00 0OpaboTke NepCOHAAbHbBIX AQHHbIX

 CBEAEHMS MO KAXKAOMU LLeAn OOPADOTKM MEPCOHAAbHbBIX AQHHbIX
 CBEAEHMY MO KATETOPUIM MEPCOHAAbHbBIX AOHHbIX

 CBEAEHMYI MO CYObEKTAM

 CBEAEHMA O MPABOBbLIX OCHOBAHUAX OOPADOTKM NEPCOHAAbHbBIX AQHHbIX

« [lepevyeHb AENCTBMK C NEPCOHAAbBHBIMM ACHHBIMM

* [lepevyeHb cnocoboB OBPADOTKM MEPLCOHAABHbLIX AQHHbIX

EcAn y onepatopa npom3oLLAM KOKME-AMDO M3IMEHEHUS M MOMEHIAOCH HYTO-AMDO M3 3A9BAEHHbIX POHEE B
POCKOMHOA30PD CBEAEHMN, OH OOA3AH MHADOPMMPOBATE O TAKMX M3IMEHEHMIX AO 15-TO YNCAQ MECSLQ,
CAEAYIOLLLETO 30 Meciauem nimeHeHnm (¢ 01 mapta 2023 roaq)



dopma
YBeaomiienue
0 HAMEpPEeHUH OCYILECTBJIATH 00PadOTKY IEPCOHAIBHBIX TAHHBIX

(pamuaus, uMs W OTUecTBO (MM HAJTWYHMH) TPakJaHWHA WIM HWHIAMBUAYAJIHHOTO MPEINPUHAMATENS, €T0
UJIEHTU(DUKAIIMOHHBI HOMEp HAJIOTOIUIATENbINKA U (MJIM) OCHOBHOM TOCYJJAPCTBCHHBIN PErUCTPallMOHHBIA HOMED
VHUBHYaIbHOTO MTPEANPHHIMATEIS, HAMMEHOBAHYE FOP UMY ECKOT'O JIUIIA (ITOJHOE M COKPAIIEHHOE ),

ero UIeHTU(PUKAIIMO HHBIA HOMEP HAJIOTOTIATEBIIMKA U (MJIH) OCHOBHOM TOCYIAPCTBEHHBIN PETUCTPALIMOHHBIN HOMED,
aIpec B PEIEIax MECTa HaX O/KIEHHUS FOPUIMYECKOTO JTMIA, (ha KTHIeCKulia Ipec, mouToBkIi a tpec Oneparopa’)

C IICJIBIO.

Popma yBeaAomaeHnd B PKH o0 obpaboTtke nepCOHAAbHbLIX AOHHbIX

KoHTakTHBIC OaHHBIC JIMIl, OTBETCTBCHHBIX 3a OpraHHU3aIHIO0 OO0paOdOTKH
IepPCOHAITBHBIX JaHHBIX:

(ba MUIIUA, UMsI, OTHCCTBO (HpI/I HaJ'II/I‘-II/II/I) JInna nJiii HAaMMCHOBaAHHUC FOPUIUYICCKOT'O JINIIA,

OTBCTCTBCHHBIX 3a OpraHu3alivro o6pa6on<1/1 ISP COHAJIbHBIX JJaAaHHbBIX, U HOMECPpa Ux

KOHTAKTHBIX TeJ'Ie(I)OHOB, ITIOYTOBBLIC a IpCcCa 1 a Apecca 3HeKTpOHHOfI IIOYThI 1)

JlaTa Hagasta oOpaboOTKH IMEePCOHAIIBHBIX JTAHHBIX .

(171 06pabOTKY IEPCOHANIBHBIX JAHHBIX *)
OCYILECTBISACT 00pa0OTKY:

(4UCIIO, MECSIL, TO")

CpoOK HUJIU YCIIOBHEC IMTPESKpPaIllCHU I OOpabOTKHU IIEePCOHAITBHBIX JJaHHBIX :

(KaTErOpUM MEePCOHAIBHBIX aHHBIX, 00pa0aThIBAEMbIX C YKA3aHHON IIENBIO°)

IPUHAICKALMX:

(MHCJII0, MECSIII, TO I MJIM OCHOBaHMUE (Y CIIOBHE), HACTYIIJICHHE KOTOPOTO 10 BJIeYEeT

IpeKpalleHrue OOpaboOTKH MEPCOHATTBHBIX JTaAHHBIX )

CBeageHust O HaJIUYUMU HWIU OO0 OTCYTCTBUHM TpaHCIpaHUYHOMWU I1Iepeaadyu
IIEepCcCOHaJIbHBIX
JJaHHBIX:

(KaTEropuH CyObEKTOB, IEPCOHAJIBHBIE JaHHBIE KOTOPBIX 00pa0aTHIBAIOTCS C YKa3aHHOM LIEIbI0 )

Ha OCHOBAHMHH.

(HpI/I HaJIHU4YHMH TpaHCFpaHH‘lHOﬁ IIepcJadv ricpCOHaAJIbHBIX JTAHHDBIX B ITPOIISCCC UX

0O0OpadboOTKH yKa3bIBaACTCsIIEPSICHE HHOCTPAHHBIX TOCY IapPCTB, HAa TSP PHUTOPHIO

(mpaBoBoe(ble) 0cHOBaHMe (M) 00pabOTKH IEP COHANBHBIX JaHHBIX, OCYILECTBIIAEMON ¢ yKa 3aHHON LIENBI0°)

O0paboTKa yKa3aHHBIX IEPCOHAIBHBIX JAHHBIX OYJIET OCYIIECTBIITHCS Y TEM:

KOTOPBIX OCYIHHICCTBIIICTCH TPAHCIPaHHUIHAas ricpcgada ricpCOHAJIbHBIX JTAaHHBIX 3)

CBeaecHHUsSI O MECTE HAaXOXKJICHUsI Oa3bl JaHHBIX HWHOpMAIIHUH, COJICpP>KaIllcHk
IIepcoHaJIbHBIC JaHHBbIC rpa>kaaH Poccuiickon denepaniyu:

(cTpaHa, agpec MEeCTOHaAXOXXJISCHUST Oa3bl JaHHBIX,

(mepeyeHs AeiCTBUM ¢ EPCOHALHBIMU JAHHBIMH, OCYLIECTBIISEMBIX C YKa 3AHHOM LIEIbI0°)

(cr10co056106PabOTKY IEPCOHANLHBIX JAHHEIX , HCIIOIL3YEMBIX C YKa 3AHHOM LIENBI0)

HaUMEHOBaHHE UHMOPMALITMOHHO M cucTeMbl (0a3bl JaHHBIX) 7

KoHTakTHBIEC JJaHHBIC JIUI[, UMECIOIIIUX JOCTYIT U (MJIN) OCYILISCTBIISIFOIIINUX Ha
OCHOBaHUWH JIOTOBOpa oOOpaboTKy IIEepCOHAJIBHBIX JaHHBIX, COJCp>KallluXcCsi B
roOCyJapCTBEHHBIX 1 MYHHUIITHUITIAJIBHBIX UHPOPMAITHOHHBIX CUCTEMaxX:

((I)aMI/IJ'II/IH, M, OTHECCTBO CI)I/ISI/IIICCKOFO JIUIIAa MJIM HA MMCHOBAHHMC FOPpHU/ITNNYCCKOTIO JIMIIAa,

HMMCHOIIIHUX JOCTYIT M (I/IJ'II/I) OCYIICCTBIIOIIIMX HA OCHOBaAHMHM JJOIoBOpa

00paboTKYy IMEePCOHAJIIBHBIX JaHHBIX, COASP>KAIIINX CSI B TOCY AP CTBEHHBIX 1 MY HHITUTIAJIbHBIX
UHPOPMAILIMOHHBIX CUCTEMAX )

CBeaeHUst 00O oO0ecrieuyeHH O€30ITaCHOCTHU ITE€PCOHAJIBHBIX JITAHHBIX :

(cBemeHust 0O oOecrieueHUH Oe30ITaCHOCTH ITEePCOHAJTBHBIX JJaHHBIX B COOTBETCTBHUHU

C TPeOOBAHUSIMH K 3a ILIIUTE [1EPCOHAJILHBIX JaHHbBIX )

(IOJI>KHOCTH) (Toarmuce) (pacmmmdpoBKa IO IITHUCH )



Kak noAdTtb yBeAOMAEHME B PKH_LLAr 1-bIM

I Mpouka3 00 yTBEPXKAEHMM HOBbIX QDOPM AAT PETMCTPAUMK eLLe He n3AaH PK

« 3amtm Ha camT PKH hiftps://pd.rkn.gov.ru/operators-reqistry/notification/form/ v 3anoAHUTbL QOOPMY
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fnagHan CTpadMua > PeeCTp ONepaTopoe > INEKTPOHHEE GOPME 33ABNEHWN Dopma yBEgOMNEHWA
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NPaKTHE . . .
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PeecTp WHPOPMILUMOHHBIX TEXHOAOMMA W MACCOBLIX KOMMYHHKAUWA No -
LeHTpansHoMy delepansHomMy oKpyry w O BHECEHHN MIMEHEHIEA B
INELTPOHHLIE GOPMbI CEB[EHWA B pEeCTDE ONepaTopos,
3arBNEHIA CeeaeHVA ob onepaTope COANECTRAAOUO OOPRDOTIY
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YEEAOMAEHWA f
(MHPOPMALMOHHOTD NACLMa) HavmeHoBaHWe onepatopa * OBUWECTEEHHAA OPraHn3auMa «Mpodcor3 MYHALMNANEHLIX
paboTHUEDB MOCKBBIw
MHUMAEHTE (yTeda MN4) .
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Kak noAdTb YBEAOMAEHME B PKH_LLIAr 2-om

Aapec, HammeHosaHme, MHH, OI'PH — 3anoAHdAeM B COOTBETCTBUM C BbIMMCKOUM 13 E[PIOA

PErMoH — yKQ3bIBOEM PETMOH MPUCYTCTBUS

[1loOBOBOE OCHOBAOHME OOPABOTKM NEPCOHAAbHBLIX AQHHbIX: TPyAOBOM Koaekc PP; YCTOB, AOroBOp®I,
3aKAlOHOeMbIe OnNeparopom C  CYObEKTAOMM MEPCOHAAbHbBIX AQHHbIX; COTAACKMA HA OBPADOTKY
NEPCOHAAbHbIX AOHHbIX...

EAb  ODpPAbOTKM  MNEPCOHAAbHbIX  AQHHbLIX: PACCMOTPEHME BO3IMOXHOCTM TPYAOYCTPOMUCTBA VY
Oneparopa, a TAKKE BEAEHME KOAPOBOro pesepsa Oneparopd; 30KAIOYEHME XO3IUMCTBEHHbIX
AOTFOBOPOB B MHTEPECAX OnepaTopda; NPUEM B YAEHbI MPODCO3A M ODOPMAEHUNE YAEHCKOTO DUMAETQ,
3ALLMTA COUMAABHO-TPYAOBbLIX MPAB U MPOJDECCUMOHAABHbLIX MHTEPECOB YAEHOB MPOCDCOI03A....

OnMcaHmre Mep, NPEAYCMOTPEHHbIX CTAThdMUM 18.1. 1 19 PeAepPAAbHOINo 3AdKOHA «O NepCOHAAbHbIX
AQHHbIX)». HO3HAYEHO OTBETCTBEHHOE AMLO 3A OPraHM3aUMiO OBPADOTKM MEPCOHAAbHbLIX AQHHbIX;
PA3PAOOTAHbI M M3AAHbI AOKOAbHbIE HOPMAOTUBHbLIE QOKTbl, OMPEAEAJOLLME MOAUTMKY OMepaTopda B
OTHOLLUEHMM OOPABOTKM NEPCOHAAbHbLIX AOQHHbLIX; OCYLLECTBAIETCY O3HAKOMAEHME UM ODYyYEHME
PDADOOTHUKOB MPABUACM PADOTbI C MEPCOHAABHBIMUM AQHHBIMM. ..

AJTA HOYOAQ OOPADOTKM NEPCOHAAbHBIX AQHHbIX - YKA3bIBAEM AQTY MpUcBoeHus OI'PH




Kak noAQTb yBeAOMAEHME B PKH_LLAr 3-1i

e [lepeyvyeHb AEMNCTBUM C MEPCOHAAbHBIMU AQHHbLIMU, OBLLLEE OMUCAHUE MCMNOAb3YEMbIX OMNEPATOPOM
CnocoboB 0BPABOTKM NMEPCOHAABHbLIX AQHHbLIX: COOP; 3AMUCH; XPAHEHME, YTOYHEHUE (ODHOBAEHME,
M3MEHEHME);  MCMNOAB3OBAHME, NEPEAAYA  (PACMPOCTPAHEHME, MNPEAOCTABAEHME,  AOCTYN);
OAOKMPOBAHME, YAOAEHME

« Kareropmm o6pabarbiBAEMbIX NEPCOHAAbHbBIX AQHHbIX
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HENLUMAIDHDIA QarrbiX

./ AaBTOMaTU3INPOBAHHAR
HEGBTOMATVIMPDOBaAHHARA

® cvewaHHan

0e3 nepefasn NO BHYTPEHHEN CeTH IOPMANUECKOro nnya

® ¢ nepepaveit NO BHYTPEHHER CeTH KOPUANYECKOro NMua

0€3 nepegavynt NO CeTn ViHTepHert
® ¢ nepeaaueil Nno cety UnuTepuHer

K(BTC.’OPH'.'. NEPCOHANBHBIX flaHHBIX ©
i T Y nepconanbuble AdHHbIE

Tl
yiliEe!

DaMUNINA, MR, OTHECTBO rof POXAeHus

MECAL POXAEHUS A3T3 POXACHMA

MECTO POXACHMA aapec

cemeiiHoe NonoxXeHne COUMANBLHOE NONOXKEHNE
UMYLLLECTBEHHOE 06pazosaHme
nonoxeHne
npogeccns AoxoAL!

CneuyvansHbie KaTeropm nepcoHanbHuiX AlaHHbIX

PACcoOBan NPUHAANEXHOCTE HAUMOHANBHAaS
NpMHagNexHOCTb



Kak noAaTb yBeAOMAEHME B PKH_LLIAT 4-bIA

Kateropmm cybbeKTOB, NEPCOHAAbHbLIE AQHHbIE KOTOPbLIX O00PpABATHIBAKTCA: PAOOTHMKM, YAEHDI
NpodoCoto3a...

OCVYLLECTBAEHUE TRAHCTIPAHUYHOM MEPEAQYU NEPCOHAABHBLIX AOQHHbIX — AQ/HET

MCNOAb3OBAHUE LLIMADPOBAAbHbBIX (KPUMNTOTRAMUYECKMX) CPEACTB — AQ/HET

MeCTO HOXOXAEHMA ©a3bl AQHHbIX, coAepxaLlen [TAH — yKa3biBOEM AAPEC MECTOHAXOXAEHMUS
cepBepa

PO, TEAEOOH, AAPEC U DBA. MOMTY AMLLD, HA3HAYEHHOIO OTBETCTBEHHLIM  3d  OPraHM3ALMIO
obpaborkn [IAH — YyKO3bIBOEM B COOTBETCTBUM C TMPMKAIOM TMPEACEAATEAT MNPOJOCOIO3HOM
OPraHM3aUMM O HAO3HAYEHMM OTBETCTBEHHOTO AMLLO




Kak noAaTb yBeAOMAEHME B PKH_LLIAT 5-bIn

 PacneyartbiBaeM 3AMOAHEHHYIO QOOPMY

o [levyaTtHyo doopMy MOAMUCHIBAEM Y [lpeaceAdTeAd NPOJOCO3HOU OPTraAHM3ALMM M HAMPOBAJIEM
noytom PP B PKH

o OT1CcAexmBaem Ha camte PKH permctpaumto https://pod.rkn.gov.ru/operators-reqisiry/operators-list/
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HoBblE
OOI930HHOCTU
ONnepaTOPOB




MHdoopmmposaHme PKH o0 mHumaeHTax ¢ MNAH

MHUMAEHT - HEMPOBOMEPHOS MAM CAYYOMHAS MNepeAayd  (MPEeAOCTABAEHME, PACMPOCTPAHEHME,
AOCTYM) MEPCOHAAbHbBIX AQHHbIX, MOBAEKLLYIO HOPYLLUEHME MPAB CYObEKTOB MEPCOHAAbHbBIX AQHHbIX

PopMaA YBEAOMAEHUT OO MHUMAEHTOX YCTAOHOBAEHA PKH (MOAQTH YBEAOMAEHME MOXHO HO camTte PKH
AU Yepe3 [oCcYCAYTH)

B TeyeHme 24-x HaCOB C MOMEHTA BbIABAEHUA MHLUMAEHTA (JOOKTA MAM MOAO3PEHNA O HEM) OMEPATOPOM,
PENYAITOPOM UAU MHbIM 3aMHTEPECOBAHHBIM AMLIOM OINEPATOP OBA3AH yBeaomutb 06 3Tom PKH.

POCKOMHOA30D UM MHblE 30UMHTEPECOBAHHBIE AMLA HE O0O0930Hb MHADOPMUMPOBATE OMEPATOPA O
BbISBAEHUM UMK MHUMAEHTO.

Oneparop B Te4YeHme /2-X HYOCOB AOAXEH MPOBECTU BHYTPEHHEE PACCAEAOBAHME UMHUMAEHTA MU
NPeAOCTABUTbL B PKH CBEAEHMA O BUHOBHbIX AMLLAX (MPU HOAMYUM).

M3BELLLOTb CYOBEKTOB MEPCOHAAbHbIX AOHHbLIX OO0 MHUMAEHTOX HE HY>KHO



KOTGFODVIVI MHUMAEHTOB C NEPCOHUABbHBIMH AQHHBIMI

YMbILUAEHHbIE AEUCTBUSA YeAroBeyeckas oLunoka HapyweHne paboTbl cuCcTeMbl

Xakepckue ataku /
He3AKOHHbIM AOCTYN K
0a3aMm AQHHBIX,
coAaepxawux NAH

YTpata o60pyAOBAHMUS,
AOKYMEHTOB,
coAepxawumx NMNAH

« Ownbku B padore
NPOrpammbl, KOAQ,

NMPUAOXEHUSA, KOTOPbIE
MOTYT NPUBECTU K Kpaxe
NAH Yyepes ceTb

OTnpaska / packpbiTue
NAH HEYNOAHOMOYEHHOMY
MOAYHATEAIO

Kpaxa obopyAoBaHuUS,
AOKYMEHTOB, COAEPXALLLUX
NAH

 HeHaaAeXxaLUlLee

« BupycHas ataka u oTkas yAaaaeHue MNAH (npoaaxa
pa6oTbl 060pPYyAOBAHMUSA o6opyaoBaHus 6es  HecsoeBpemMeHHoe
OYUCTKHN BCEeX AAHHbLIX C UCNpAaBA€eHUue owmnoboK,
e UsmeHeHue MNAH 6e3 3TOro o60pyAOBaHMUS) NMPOCPOYKM B OGHOBAEHUU
NMOAYYEHMUSA HO TO NPOrpaMMHOro
paspeLleHus * HeaBTOpPM3OBAHHbLIKN o6ecnevyeHus

AOCTYIN UAU PACKPbITUE
MAH paboTHMKaOMM



[ocCOIlTKA

 [ocCOIlIKA - rocyAQpPCTBEHHAI CMCTEMA ODHAPYXXEHUS, MPEAYNPEXAEHMT U AMKBUAALIMM MOCAEACTBUM
KOMIMbIOTEPHbIX ATAK HO MHADOPMALMOHHbBIE PEeCYPCbl POCCUMMCKOM PeAepaLMM

o [1OPAAOK B3OMMOAEMNCTBUS

onpeaAeAUnT PCH

« C 01 ceHtabpsa 2022 roaa oneparop o00430H HA MOCTOAHHOM OCHOBE 1) B3AOMMOAEMUNCTBOBATH C
[ocCOIlMKom U1 2) YBEAOMAATL O KOMMBIOTEPHbLIX MHUMAEHTAX, MOBAEKLLMX HEMPABOMEPHYIO NEPEAQUY

(MpeAOCTABAEHME, PACMPOCTPAHEHME, AOCTYIM) MEPCOHAAbHbBIX AQHHbIX

KOMMbIOTEPHbIM MHUMAEHT (€

P3 Nel87 o1 26.07.2017T. «O 6€30MACHOCTM KPUTMYECKOU MHC

MHAOPACTPYKTYPbI Poccumckom Peaepaummy) - 3T0 OAKT HApyLUEHMT U (MAM)

DOPMALMOHHOM
npekpaLLeHms

AOYHKUMOHMPOBAHMA OOBbEKTA KPUTMHECKOU MHADOPMALMOHHOU MHADPACTPYKTYPbI, CETU BAEKTOOCBI3MU,

MCMOAb3YEMOU AAT OPIrAOHU3ALMM B3IAMMOAEUCTBMA TOKMX OOBLEKTOB, U (MAM) HOPYLLUEHMI OE30MNACHOCTU

O0PADOATLIBOEMOM TAKMM OOBEKTOM MHADOPMALMM,

KOMIMbIOTEPHOU ATAKM

B TOM YUCAE TPOMU3OLLEALLIMM B PE3YAbTATE



TekyLuee s3ammoaemcteme ¢ [ocCOlKoun

I H I HALUOHAJbHbIU

K u K M KOOPAUHALMUOHHbBIN LLEHTP
I I NO KOMMNbIOTEPHbIM UHLUWAEHTAM

[naBHad NHUMOEHTDI KOHTaKThl Coo0WuTh 00 MHUNOEHTE A

CooOwWwuTbL 00 HUKMAEHTE

[Ona nadpopmmnposaHusa HKLIKIA o komnbroTepHOM MHUMAEHTE, npounsoweawem B TC yyacTHUKa FocCOIKA, HanpasbTe yBeOMNEHME
Ha 3MEKTPOHHYH NoYTY incident@cert.gov.ru unun no3soHUTe no TenedoHy: +7 (916) 901-07-42.

XoTUTe COOOLWMUTb O HaUAEeHHOW
YA3BUMOCTU?
3BOHUTE UNU NULWIKNTE HaM!




HOBblE MPABMAC TOAHCTPAHMYHOM MEePEAAYM ACQHHbBIX
c 01 mapta 2023 road

\

|

YBeAOMAeHuUue [ToAy4eHue
PKH paspeLleHnsa oT
PKH
ECAM AQHHbIE ECAU AQHHbIE
NnepeAqtoTCs B nepeAqioTCs B
CTPAHY C CTPAHY C
AAEKBATHbIM HEOAEKBATHBIM
YPOOBHEM YOOBHEM 3ALLIATHI
3ALLLMTDI MHQOOPMALMM

MHODOPMALMM




[TOABUAQ MOATBEPXKAEHUNA QOAKTA YHUYTOXKEHMA [TAH

Onepartop MO OKOHYOHMM CPOKA XPOAHEHMUS MEPCOHAAbHbBIX AQHHBIX MAM MPUM MOCTYMAEHUM K HEMY
OT3bIBO COTAQCUSA U B CAYHAE MPUHATMI MO TAKOMY OBPALLEHMIO CYOBbEKTA MOAOXKMTEABHOIO PELLIEHMS,
00A30H YHUYTOXMTb MEPCOHAAbHbIE AQHHbIE

AATOPUTM YAOAEHMS MPOMMUCHIBAETCS B AOKOABHOM HOPMOTMBHOM OKTE - PEFTAOMEHTE YHUHTOXKEHMS
NEPCOHOAbHbLIX AQHHbBIX MPU AOCTMXKEHUM LLeAer ODBPABOTKM MAM HACTYMAEHMS MHbIX 30KOHHbIX

OCHOBOHMM

C 01 mapta 2023 roAQ BCTYNAKOT B CUAY HOBblE TOPEDOOBAHUSA K MPOOLEAYPE MOATBEPXKAEHUNA CAYYOEB
YHUYTOXKEHUSA MEPCOHAAbHbBIX AQHHbBIX (NMPMKA3 PKH Nel/79 ot 28.11.20221.)

HeaBTOMATU3IMPOBAHHAOY OBPABOTKA ABTOMATU3IUNPOBAHHAR OOPADOTKA
AKT OO YHUYTOXEHMM + AOT-GOAMA (BbIFPY3KA M3
AKT OO0 YHMUYTOXXEHUM: KYPHAAQ permctpaumm cobbitmm B MCIIA):

* HAMMEHOBAOHME ONepPATOPA

 CnMCokK AML, Y1 AQHHbBIE YHUYTOXKEHDI, U *  CNMCOK AULL, YoM AQHHbBIE YHUHTOXXEHDI, M
CMMCOK CAOMUMX AQHHbIX CMMCOK CAOMUMX AQHHbIX

e PO YAEHOB KOMMCCUM MO YHUYTOXKEHMUIO  HammeHoBaHme UT-CMCTeMbI, M3 KOTOPOMU
[TAH 1 X TOANMUCU ACQHHbIE YAOAEHDI

« Crnocob yHMYTOXKEHMS o [IPUMYMHBI YHUHTOXKEHMS

« HOMMEHOBAOHME MATEPUAABHOTO HOCUTEAS C |*  AATA YHUYTOXEHUS
YKA3AHMEM KOA-BA YHUYTOXXEHHbBIX AMCTOB

o [IPUYUNHBI YHUHTOXKEHMS

e AATA YHUYTOXKEHMUS




OT1BETHI HA 3AMNPOCHI

C OlceHtdbpa 2022 roAa OTBET HA 3AMNPOC CyObektad 06 O3HAKOMAEHUM C MEPCOHAAbHBIMU AQHHBIMU U
OoTBET HA 3anpoc PKH AOAXEH ObITb MPEAOCTABAEH B TedyeHMe 10 padboymx AHEM MPOTUB CYLLLECTBOBABLLIMX
paHee 30-T KOAEHAQPHbIX



AOKYMEHTbI ONepaATopPaA

C 01 mapta 2023 roaq y onepatopa nepCcoOHAAbHbIX AOHHbIX AOAXKHbI ObITb:

. NOAUTMKO OMEPATOPA B OTHOLLEHMM OOPADOOTKM MEPCOHAAbHbLIX AAHHbLIX. OHAO AOAXHA ObITb
ONYyOAMKOBOHO HE TOABKO HA cAauTe onepartopda (310 TpebOBAHME CYLLLECTBOBAAO M PAHLLLUE), HO U HA
BCEX CTPAHULLOX CAUTA, HO KOTOPbIX OCYLLECTBASIeTCA COOp nepCoOHAAbHbIX AAHHBLIX (C 01 ceHTI6pP4

2022 roaq);
0o 1
OiecpoC ; 5
TS
@‘\i-\\'\;i_‘,d
. nepevYeHb MNePCOHOAAbHbIX AQHHbLIX C YKO3AQHMEM KATEropum, UeAn obpaboTkM, CYObEKTOB,

CnocoboB, CPOKOB MX OOPADOTKM U XPAHEHMUS;

. MNOPIAOK YHUYTOXKEHMI MEPCOHAABHbBIX AQHHbBIX MPU AOCTMXKEHMUN LEAEN MX ODPADOTKN MAU MPU
HOCTYNAEHUN MHbBIX 3AKOHHbBIX OCHOBAHMUM;

. AOKOAbHbIE QKTbl, YCTOHOBAMBAIOLLIME MPOLEAYPbI, HAMPOBAEHHbIE HA MPEAOTBPALLEHUNE U
BbIABAEHME HAPYLUEHUM 3AKOHOAATEABCTBA PP, YCTODAHEHNE NMOCAEACTBUM TOKMX HAPYLLIEHMM




Cnmcok AHA onepartopao

1. TToAnTHKAO 0O 0OpPABOTKE NMEPCOHAABHBLIX AOGHHbIX

2. PernameHT obpaboTkm 3arnpOCOB CYyObEKTA NEPCOHAAbHbBIX AQHHbLIX MAM YITOAHOMOYEHHOTO OPIaHd Mo
3aLLMTE MPAB CYOBEKTOB MEPCOHAAbHBLIX AOQHHbIX

3. lNoAoXeHne o6 opraHmsaumm M NPOBEAEHMM PADOT MO obecneyeHmto 6e30MNACHOCTU NEPCOHAAbHbIX
AQHHbIX MPU X 0bpaboTke

4. PYHKLMOHOAbHbBIM PEFACOMEHT AULLO, OTBETCTBEHHOTO 30 OPrAHM3ALMIO OBPADOTKM NEPCOHAAbHbIX
AQHHbIX + MPUKA3 O €ro HA3HAYEHMM

5. TToAnOXeHMEe O NopsAke 0OPADOTKM NEPCOHAAbHBIX AOHHbLIX PAOOTHMKOB

6. PETAOMEHT YHMYTOXEHMA NEPCOHAAbHbBIX AOHHbIX MPU AOCTMXXEHUU LLEAEM ODPADOTKMN MAM HOCTYMAEHMUS
MHbBIX 30KOHHbIX OCHOBOHMUM

/. OB YyTBEPXAEHUM NEPEYHI NEPCOHAAbHBIX AQHHbIX
3. OO YTBEPXXAEHMU MEPEYHA M ONMMCAHMI MHADOPMALMOHHbBIX CUCTEM MNEPCOHAAbHbIX AQHHbIX

9. OO YTBEPXKXAEHUM MOAEAM YIPO3 OE30OMNACHOCTM MEPCOHAAbHbLIX AOHHbLIX MPM X O0PADOTKE B
MHADOPMAUMOHHbBIX CUCTEMOX NEPCOHAAbHbBIX AOHHbIX

10.006 y1BEPXKAEHMN DOPM COTAACHM HO OOPABOTKY NAH



OTBETCTBEHHOCTb 30 HAPYLLEHMS B CAoepe MepPCOHAAbHbIX AOHHbIX

ObpaboTtka NAH 6e3 coraacus
B MMCbMEHHOUN CDOPME, ECAM
TOKOE COrAadcCme HEODXOAMMO

| @
MepBU4HO NMoBTOpPHO NepBH4HO MoBTOpPHO MNepBU4HO MoBTOpPHO MNepBUYHO NMoBTOpPHO

OT 30 000 PYB  OT 300 000 PYb
AO 150 000 PYE AO 500 000 PYb

Obpabotka [MTAH B CAYYQSsX, HeonyOAMKOBOHME AAS

HE NPEAYCMOTPEHHbIX HEOTPAHMYEHHOTO
30KOHOAQTEABCTBOM PP, AMOO Koyra AmL, MOAUTUKM
0OpaboTKa MNAH, HECOBMECTMMAIOMEPATOPA B OTHOLLIEHMM
C ueadmm coopa MNAH o00paboTkM MNAH

OT 60 000 PYB OT 100 000 PYb OT 30 000 PYB

® AO 100 000 PYE AQO 300 000 PYb AO 60 000 PYb )

HEBBLIMOAHEHME OMEPATOPOM

npum coope NAH 0B43aHHOCTM MO
obecnevyeHMIo CMCTEMATMIALLMNM,
HAOKOMAEHUA, XPAHEHUSA, YTOYHEHMS
AU M3BAEYEHMA [TAH C
MCMOAb3OBAHMEM OA3 AQHHbIX,
HOXOAALLLIMXCA HA TeEppUTopmm PP

OT 1 MAH. PYb OT 6 MAH. PYb

® AO 6 MAH. PYB AO 18 MAH. PYb



BuaAbl
NepCOHAAbHbIX
ACQHHbIX B

NPodCOO3HOM
OPraHu3aLLUU




Oﬂpe.A.e/\eHl/Iﬂ NMOHATHA (NEePOCOHAAbHBIE AQHHbBLIE)

AtoBas MHdoopmauma 0O OMPEAEAEHHOM UMAU MOAAQIOLLLEMCH OMPEAEAEHUNIO CPUBMHECKOM AMLLE
(n.«ay cT1.2 KoHBeHuum CoBeta EBpOMbl O 3ALLUMTE DMUIMYECKMX AML, NMPU OABTOMATU3IMPOOBAHHOM
OOpabOTKE MEPCOHAABHBLIX AQHHbLIX OT 28.01.1981 Ne108)

AOOA9 MHAOOPMALLMS, OTHOCILLLAACA K MPIMO UAM KOCBEHHO OMPEAEAEHHOMY MAU OMPEAEAIEMOMY
AOM3INYECKOMY AMLLY (CYOBbEKTY NEPCOHAAbHBIX AQHHbIX) (M.1 CT.3 P3-152 «O NepCOHAAbHbIX AQHHbLIXY)




[lepCOHAAbHbIE AQHHbIE-MAEHTUAOUKATOPD

Cpean MOCCUMBA AOHHbIX O CYObEKTE MOXXHO BbIAEAUTb AOHHbIE-MAEHTUADUKATOPLI, KOTOPbLIE, KOK MPABMAO,
NPUMCBAMBAET TOCYAQPCTBO, M KOTOPbIE MO3BOAAOT OAHO3HAYHO nAeHTudouumuposaTtb Amuo (MHH, CHUAC,
NACMOPTHbIE AOHHbIE)



Bonpoc:

loMep TEAEDOHA —
3TO MEePCOHAAbHbIE AOHHbBIE MAUN HET?

AN N




Homep TeAEOOHA N AAPEC DAEKTPOHHOM MOYTbl — MEPCOHAAbHbBIE AQHHbIE

TpeHa 2020-2021 roaa oOT POCKOMHOA30PA HA MPU3HOHME AOOHEHTCKOTO HOMEPA MAM AAPECO
DAEKTPOHHOM MOYTbl MEPCOHAAbHBIMUM AQHHbBIMM, MOCKOABKY 3TO YHUKOAbHbIE CYLLLHOCTM.

OAHOKO OOOHEHTCKMM HOMEP, MPUHAAAEXALLUMM IOPUAMHECKOMY AMLLY, HE MOXET PACCMATPUBATLCH B
KQ4YeCTBE MNEPCOHAAbHbIX AQHHbLIX ([MTMcbMmO MumHKkoMmcCBA3M Poccum ot 07.07.2017 Ne T111-15054-OI' «O
PA3bICHEHUM HOPM AOEAEPAABHOTO 30KOHOAQTEABCTBAY).



Bonpoc:
Cookies* — 310 NepCOHAAbHbIE AOHHbIE?

*cneumaabHble dOaMAbI, KOTOPBIE HOXOASTCS HO AMCKE KOMIMbIOTEPC MOAb3OBATEAS M COAEDXKAT

TEKCTOBYIO MHADOPMAUMIO, KOTOP A HY>XXHO CepBEPY AAT PYHKLLMOHMPOBAHMSA KOKOTO-AMOO
CaMTa

AN N




Cookies - nepCoOHAAbHbIE AOHHbIE

Cookies:

* SABASIIOTCA MEPCOHAAbHbIMM ACQHHBIMU (MMOCTOHOBAEHME AEBITOTO APOUTPCXKHOIO AMEAAILMOHHOIO

cyAa o1 23.06.2016 NeOAIl1-17574/2016; pelueHme TAraHCKOro pPAamMoOHHOIO CyaAQ T.

19.12.2018 Ne02-4261/2018)

MOCKBbI OT

* HO CAUTE ONEPATOPA AOAXKEH OblTb OAOHHEP C YBEAOMAEHUEM TMOAbB3OBATEAS O COOPE KYKMC M
BO3MO>XXHOCTBIO AASA MOAB30OBATEAS AOTb COFAQCHE MAM OTKA3ATLCH OT COOPA KYKUC

(haitnos cookie.

Hax1MaA KHONKy «H cornaceH», Bbl COrnalaeTech Ha
CNONb30BAHNE HAMM YKa3aHHbIX (DannoB cookie B COOTBETCTBUM

C Hawewn [lonuTuKOW B OTHOWEHWM $ainos COOKIE.

Al cornaceH(Ha)

OrkazaTbeA




Bonpoc:
Baca INynkumH, 1990 r.p., MHXeHep —
NEPCOHAAbHbIE AQHHbLIE MAM HET?

AN N




[lepCOHAOAbHbIE AQHHbIE C BEPOATHOCTLIO COBMAUAEHMS

[1ePCOHAABHBIMW CYUTAKOTCA AGHHbBIE, HECMOTPS HA TO, YTO B MX OTHOLLEHWM COXPAHAETCA HEKOTOPbIU

ACNEeKT BeEPpOATHOIro COBrnadAeHus.

o PAMUAMSA, UMS, OTYECTBO + MHAS MHADOPMALMS O CyDObekTe (Hampumep: AATA, MECTO POXAEHUS;
AAPEC TMPOXMBAHUL, HOMMEHOBAHME AOAXKHOCTM, CBEAEHMUS

MMYLLLECTBEHHOM  MOAOXEHUMU;
KOHTOKTHbIE CBEAEHMA U T.A.)

CBEAECHMA

o0 0BOpPa30BAHMM,

O CEMEUHOM,

KBAANG

OMNKALUMN,

COUMOAABHOM,

npod

ODECCUMN,



Bonpoc:
POTO HO CAUTE —
NEPCOHAAbHbIE AQHHbLIE MAM HET?

AN N




PasbvacHeHne PKH npo gooTtorpadomm

[TcbMO PockomHaa30pa ot 29.08.2022 r. Ne 08-78032 «O pacCMOTPEHUMM ODPALLLEHMSN

* BO3MOXHOCTb OTHECEHMUA TEX MAMU MHbIX CBEAEHMUN K OUOMETPUMYECKMM MEPCOHAAbHLIM  ACHHbLIM
OMPEAEAFETCH 30KOHOAQTEABCTBOM. [lpumep — cpotorpadoms B 3ArpAHMACOPTE HOBOTO MOKOAEHMUS
(MoctaHoBAeHMe [pasmTeAbCTBA PP 0T 04.03.2010 1. Ne 125)

 HaumoHaAbHbIM cTaHAQPT PP TOCT P MCO/MBK 19794-5-2013 KOK CBOA MPOABUA, YCTAHABAMBAIOLLIMX
TPEOOBAHMY K MAPAMETPAM (CPOPMATAM) ODMOMETPUYECKMX ACHHbIX




4TO HEe OTHOCUTCH K DMOMETPUMYECKMM MEPCOHAAbHBIM AQHHbBIAMS

[TMcbMO MMHCBA3M Poccumm oT 28.08.2020 NeABb-C-074-24059 «O METOAMYECKUX PEKOMEHAALMAX AAS
OOLLLEODPA30BATEABHbBIX OPrAHM3ALLMM MO BOMPOCAM OBPABOTKM MEPCOHAAbHBLIX AQHHbBIX)

He OoTHOCATCa K BUOMETPUYECKUM NEPCOHUABHBIM AQHHbIM:

AQHHbIE, TOAYYEHHbIE TMPUW CKAHUPOBAHUM MACMOPTA ONEePATOPOM MNEPCOHAAbHBLIX AQHHBIX AAS
NOATBEPXKAEHMI OCYLLLECTBAEHUSA OMPEAEAEHHBIX AEUCTBMM  KOHKPETHBIM  AMLOM  (HAMpMmep,
30KAIOYEHME AOTOBOPA HA OKA3AHWME YCAYr), T.e. Oe3 MNPOBEAEHUA MNPOLLEAYPL MAEHTMAOUKALMM
(YCTOHOBAEHUA AMMHOCTH)

AQHHbIE, MOAYYEHHbIE MPU KCEPOKOMUPOBAHMMN AOKYMEHTA, YAOCTOBEPIIOLLLETO AUMHOCTD
ooTorpadomn4eckoe m3obpaxxeHme, HaOXOAILLLEECH B AMMHOM AEAE PADOTHUMKA

MOAMUCH AMLQA, HOAMYME KOTOPOM B PA3AUMYHBIX AOFOBOPHbLIX OTHOLLIEHMAX ABAIETCH OOA3ATEAbHbLIM
TOEOOBAHUEM, M MOYEPK, B TOM YUCAE AHOAMIUPYEMBbIM B PAMKAX NMOHYEPKOBEAYECKOM SKCMNEPTM3bI

OEHTTEHOBCKME UAM  PAIOOPOrPAPUYIECKNE CHMMKM, XAPAKTEPUIYIOLLIME OUIMOAOTMYECKHNE U
OMOAOTMHECKME OCODEHHOCTM YEAOBEKA M HOXOAJLLMECH B MCTOPUM DOAE3HM (MEA.KOPTE) MAUMEHTO
(BYMOXXHOUN UAM DAEKTPOHHOM), MOCKOAbKY OHM HE MCMOAbL3YIOTCA OMEPATOPOM AAS YCTOHOBAEHMUS
AMYHOCTU MNALMEHTA

MOTEPUAABI BUAEOCHEMKM B MYOAMYHBIX MECTAX M HO OXPAHAEMOU TEPPUTOPUM



POcCnpoCTpAHEHHbIE BOMPOCHI MO OOTO/BUAEOD

? [lpn NpPOBEAEHUM Meponpuatd C dooTo U(MAM) BUMAEOOUKCALMEU, HYXKXHO AU MPEAYNPEXAATH
Y4OCTHMKOB OO 3TOM UAM HY>KHO MOAYYATb COTAACHME OT KOXKAOIO HO AOOTO (BUMAEO) CbEMKY?

v OO OCYLLECTBAEHMM POTO MAM BUAEO CbEMKM HEODXOAMMO T[MPEAYNPEANTL YYOCTHMKOB. B
cooTBeTCTBMM CcO CT.152.1 TK PP oOHOpOAOBAOHME U AOQAbHEMLLEE MCMOAL3OBAHME M3ODPAXKEHUS
OOXKAOHMHAO AOMYCKAKOTCA TOABKO C COTFAAQCHSA ITOrO rPAXKAAHUMHA. COrAacmMe HA MCMOAb3OBAHME
dOOTO KAK OBOBEKTA ABTOPCKOro NMPABA MOXET ObITb BLIAOHO KAK YCTHO, TOK U MMCbMEHHO

v Cornacme Ha obpabotky [MAH (POTO U BUAEO) CAEAYET TMOAYYUTb AMLLIbL B TOM CAYYOE, €CAM
NAQHUPYETCH AQAbHEMLLIEE PACMNPOCTPAHEHNE MATEPUAAOB (PA3MELLLEHNE HO CAUTE, HAMPUMEP)

v ECAM HO camte NAGHUPYETCA MYOAMKAUMI UHAMBUMAYOABHOM COOTOrPAPDUM AMLLA, YYOCTBYIOLLLETO B
MEPOMPUATUN, TO TPEDYETCA OTAEABHOE MUMCbMEHHOM COTAACHE OT ITOTO AMLLA HA PACHPOCTPAHEHME
ero [NAH (= M300paXeHUE COAEPXKMT MHADOPMALIMIO O YHOACTHOM XXM3HU AULLA)

v ECAM HO camTe MNAAHMPYETCH MYBAMKAUMI KOAAEKTUMBHBLIX GOOTOrpAadMM C MYOAUYHBIX MEPOMPUITUM
(COOPAHMM, CBLE3ZAOB, KOHODEPEHUMM U MNpP.), COTAACHME OT AML, 3APUKCHUPOBAHHBLIX HA TAKOU
AOTOrPAPMM, MOAYHATb HE TPEDYETCH (= M30DPAXKEHUNE OTODPAXKAET MHADOPMALMIO O MPOOBEAEHHOM
NYOAUYHOM MEPONPUATUM)




AL,
OTBeTCTBeHHoe 3a
OPraHMU3ALLUIO

. obpaboTku MNAH




AVLLO, OTBETCTBEHHOE 30 OOPADOTKY MEPCOHAABHbLIX AQHHbIX

AVLLO, OTBETCTBEHHOE 30 OPraHM3AUMIO OBPABOTKM MEPCOHAAbHBLIX AQHHbBIX - LUTOTHOS €AMHMLLA, HE
MOXET ObITb HO3HAYEH HO OBDLLLECTBEHHbBIX HOYOAQX

[Mpeaceaatenb MO KAk €AMHOAMYHBIM MCMNOAHUTEABHBIM OPIAOH CBOMM PACMNOPIKEHMEM HA3HAYAET

LLITOTHOTO pPAbOTHUMKA [1MTO AMLLOM, OTBETCTBEHHbLIM 30 OPTrAHM3ALMIO OBOPABOTKM MEPCOHAAbHbIX
AQHHbIX

[MopeaceaaTeAb [TTTO MOXET BO3AOXKMTbL HO OBA3AOHHOCTM MO OPTraAHM3ALMM ODPADOTKM MEPCOHAAbHbIX
AQHHbIX Cceb4q

OTCyTCTBME Y OMEPATOPC PACMOPIKEHMI O HO3ZHAYEHWM OTBETCTBEHHOTO AMLLA €CTb HOPYLUEHME 152-P3

PNO, TEAEQOH 1 3A. MOYTA TOKOTO AMLLA YKA3bIBAIOTCH B YBEAOMAEHMM B aapec PKH o0 obpaboTtke INMAH



OBA30HHOCTM AMLLA, OTBETCTBEHHOIO 30 OPTAHM3ALUMIO ODPADOTKM
NEePCOHAAbHbBIX AOQHHbIX

* OCYLLECTBAATb BHYTPEHHMM KOHTPOAb 30 CODAIOAEHMEM ONEPATOPOM 30KOHOAATEABCTBA POCCHMMCKOM
Pepepaumnm O NEPCOHAAbHBLIX AQHHbIX, B TOM YUCAE TPEDOBAHMM K 3ALLMTE MEPCOHAAbHbBIX AOHHbIX

* AOBOAMTb AO CBEAEHMI PADOTHMKOB OMNEPATOPA MNOAOXKEHMI 3AKOHOAATEABCTBAO POCCHMMCKOU
Pepepaumm O MEPCOHAAbHbIX AAHHbBIX, AOKOAbHbLIX QOKTOB MO BOMPOCOM OOPABOTKM NEPCOHAAbHbIX
AQHHbIX, TOEOOBAHMM K 3ALLUUNTE MEPCOHAAbHbBIX AOHHbIX

* OPrAHM30OBbLIBATL MPUEM U ODPADOTKY ODPALLLEHNM KN 3AMPOCOB CYOBEKTOB MEPCOHAAbHBLIX AQHHbBIX MAU
MX MOEACTABUTEAEN U (MAM) OCYLLLECTBAATb KOHTPOAD 30 MPUMEMOM M OOPADOTKOU TAOKMX ODPALLEHUM U
3AMNpPOCoB



OTBETCTBEHHOCTb AULLA, OTBETCTBEHHOTO 30 OPIrAHM3ALMNIO ODBPADOTKM
NEePCOHAAbHbIX AOHHbIX

* [lepcoHaAbHAa OTBETCTBEHHOCTbL MO CT.13.11 KOAl PP — Lutpadd o1 3 A0 20 ThIC. pYO.

B CAyqYOe HapyLLeHUs TPeOOBAHMM O AOKAAM3ALIMM MEPCOHAAbHBIX AQHHLIX (4.8,9 CT.13.11 KoATll PP) —
LUTPad ot 100 Ao 800 ThIC. PYO.

¢ BO3MOXHAO AMCKBOAAMADUKALME AO 3 AET B CAYHOE HEUCMNOAHEHMS MNPEANMMCOHUS POCKOMHOA30PO
(cT.19.5. KOAT Pb)




[ A€ OUKCHMPOBATL PY

KLUANO AMLLA, OTBETCITBE

Oro 30 OPraHm3aLMIO OOPADOTKM

NEeEPCOHAAbHbBIX AAQHHbIX

B AOKOABHOM HOPMATMBHOM QKTE OMEPATOPd — HAMPUMEP, B PYHKLMOHOABHOM PETAGMEHTE AMLLQ,
OTBETCTBEHHOIO 30 OPraHU3ALMIO OBPABOTKM NEPCOHAAbHbBIX ACHHbIX,

ANBO

* B AOAXXHOCTHOM MHCTRYKLIMM AMLLA, HO KOTOPOTO BO3AOXEHbI TOKME ODA30HHOCTU



KTO eLLe MMeeT NpaBO PABOTATbL C MEPCOHAAbHbIMM AQHHBIMK S

Onepartop M3AAET AOKOAbHbIM HOPMATUBHbLIM  OKT, YTBEPXAQIOLLMM CMAMCOK AULL, MMEIOLLMX MPABO
PABOOTATL C MEPCOHAAbHBIMU ACQHHBIMM.

Hanpumep, npeaceaateab TOOIl m3AQeT pacnopdkeHne o0 YTBEPXAEHUMM CMMCKA AML, YAEHOB
NPOdOCO030, BbINMOAHEHME CAYXXEOHbIX ODA30HHOCTEM KOTOPbIX CBA3AOHO C HEOODXOAMMOCTBIO AOCTYNA K
NEPCOHAAbHBIM AOHHBIM U YITOAHOMOYEHHbLIX HO OBPABOTKY NMEPCOHAAbHbLIX AQHHbIX B TOOIT:

He ocBOBOXAEHHbIE OT OCHOBHOM PabOThI NpeaceaaTeAm MMO, BxoadLmx 8 TOOMM;
LLTaTHbie NpeaceaaTteau 110, BxoadLumx B cocTtas TOOIT;

He 0CBODOOXAEHHbIE OT OCHOBHOM PABDOTHI YAEHBI MPOJOCO3HOIO KOMMUTETQ;

PaboTHMKKM annapara TOOI m np.

[loyumep CMCKA AML, YAEHOB MPOCOCOI03A, BbIMOAHEHME CAYXEDOHbLIX ODA3AOHHOCTEM KOTOPbLIX CBA3AHO C
HEODXOAMMOCTBIO AOCTYNA K MEPCOHAAbHBIM AQHHBIM N YITOAHOMOYEHHbBIX HO ODPADOTKY NEPCOHAAbHbIX

ACQHHbIX
No dUNO YpoBeHb AOCTYNa

1 UBaHOB U.WN. Bce UCIMNAH

2 [NleTpos C.C. 1C




Coranacus B
NPodOCOIO3HOM

OpPraHu3aLLmMm




[ToOBOBbIE OCHOBAHMA OBPADOTKM NEPCOHAABHBIX AOHHbIX

Coraacue

MCMNOAHEHME AOTOBOPA, CTOPOHOM KOTOPOTO 4BAJETCH CYOBbEKT MEPCOHAAbHbLIX AQHHbIX
MCnoAHEHME TPEDOBAHMM 3OKOHO

3ALLUTA XKM3HU 1 3A0POBBY, KOTAQ COTAACUE MOAYYUTb HEBO3MOXKHO

OCYLLECTBAEHME MPABOCYAUNT U MCMTOAHEHME CYAEDHbBIX OKTOB

3AKOHHbIM MHTEPEC ONEPATOPA



Coranacme Kak «yHMBEPCAAbHOE) OCHOBOHME OOPADOTKM NEPCOHAAbHBLIX AOHHbIX

Coraacme AOAXKHO ObITb:

« CBODOOAHO MPEAOCTABAEHHbLIM — CBODOACQ BbIDOPA CO CTOPOHbLI CYObLEKTA

* MHAOOPMUPOBAHHBIM — BbIDOPD AOAXKEH OblTb CO3HATEABHbLIM

« KOHKPETHbIM — AAY KOHKPETHOM LLEAM (LLEAEN)

¢ OAHO3HAYHbBIM — BE3 ABYCMbICAEHHbIX MAM HEICHbBIX DOPMYAMPOBOK

310 xmmo
Lrm Bbl GII'AACHbI

" MOTOMY YTO ..
Bc ;iPI HO PUL E c sl



Kakmne coraacmg AOAXKHA MMETb MPOAOCOO3HAT OPraHM3ALMAC

AN HA€eHOB npodcolo3a

KaXXAbIM YAEH MPOdDCO03a AOAXKEH AQTb COTAQCHME HA NEepPEeAqYyY CBOMX MEPCOHOAbHbLIX AQHHbBIX 3-M
AMUAM. Coraacme AOAXKHO ObITb AOHO B MMCbMEHHOM dDOpPME.

AAs paboTHUKOB npodpcotosa

KaXXAbIMt PADOTHMK AQET MMCbMEHHOE COTAACHE HA MEPEAAYY CBOMX MEPCOHAAbHbBIX AOHHbIX 3-M AMLLOM B
COOTBETCTBMM CO CT.88 TK PP.

Ecam paBoOTHMK MPOADCOIO3HOM OPraHM3ALUMM  IBAIETCS YAEHOM MNPODCOK3HOM OPraHM3ALMM, TO
HEODXOAMMO COBPATL ABA COFAACUS. COTAACHE HA 00paboTky NAH OT YAEHO NPOdPCO3a U COTAACHE
HO 0O6pPABbOTKY NAH OT PADOTHMKA, T.K. MEPEYEHb AQHHDBIX, LLEAUN, CPOKM ODPADOTKM BYAYT PA3HbIE



HYTO AOAXKHO OblTb B MMCbMEHHOM COTAQCHM S

Tpe®OBAHMA K COTAACHIO B MMCbMEHHOM CODOPME:

PO, aapec, NACMOPTHbIE AOHHbIE (HOMEP, KEM U KOTAQ BbIAOH MACMNOPT) CYObEKTQ;
HOMMEHOBAHUE U AAPEC ONEPATOPA;

LLeAb OOPADOTKM NEPCOHAABHBLIX AOHHbIX;

nepeYvyeHb NePCOHAAbHbBIX AOHHbIX, HO OOPABOTKY KOTOPbIX AOETCH COTAACUE,;

nepevyeHb AENCTBMN C MEPCOHAAbHBIMU AOHHBIMM, HO COBEPLLEHME KOTOPLIX AOETCH COFAQCUE;
oOLLLEE OMMCAHUNE MCMNOAb3YEMbIX ONEPATOPOM CMNOCODOB OOPABOTKM MEPCOHAAbHBIX AQOHHbIX;

HOMMEHOBAHME U AAPEC 3-X AULL, KOTOPBIM MOXXET ObITb MOPYYEHO 0OPABOTKA NEPCOHAAbHBLIX AOHHbIX
OT MMEHM ONEePATOPQ;

CPOK, B TEYEHME KOTOPOTO AEMCTBYET COTAOCHE CYOBEKTA NEPCOHAABHbBIX ACGHHbIX, O TAKXE CrMocob
ero OT3bIBQ;

NOAMMCb CYObEKTA NEPCOHAAbHbLIX AQHHbIX



Coraacme HaO PACcnpPOCTPAHEHME

POCNpoCTpOHEHME  MEPCOHOAbHBIX  AQHHBIX  —  TMPEAOCTOBAEHME  MEPCOHOAAbHBIX  AQHHBIX
HEOTPOHMYEHHOMY KPYIY AML, (CAMT, COLCETb, AOCKA MOYETA C HEOrPAHMYEHHBIM AOCTYMOM K HEM

CyObeKTOB M T.1M.)

C 01.03.2021 1. AA9 PACMPOCTPAHEHMI MEPCOHAAbHLIX AQHHbLIX TPeEOyeTCcd OTAEAbHOE TMMCbMEHHOE
coraacme o1 cybvekra (P3-519 o1 30.12.2020 1.)

OTCYTCTBME TAOKOTO COTrAAQCHd OyAeT 03HA4YATh, 4TO [1MO HapyLwwmt 152-P3, pacnpoCTPAHUB OE3 COrAACKS
CYObEKTA CBEAEHMA O HEM.



H4TO AOAXKHO ObITb B COTAQCKMM HO PACMNPOCTPOHEHNE S

[MTomka3 PKH Nel8 ot 24.02.2021 r. (3apermctpupoBaH B MuHiocte 21.04.2021 r.) o TpebOoBAHUIX K
COAEPXKAHUIO COTAACHMI HA OOpPADOTKY MEPCOHAAbHbLIX AQHHbBIX, PA3PELLUEHHbIX CYDbLEKTOM AAS
PACMNPOCTPAHEHMS

¢« PO cybbekTa

* KOHTAKTHOA MHAOOPMALMA CYOBEKTA (HOMEP TEAEDOHA, AAPEC DA. MOYThl MAM AAPEC PETMCTPALMM),

* CBeAeHMd 0D onepaTope (HammeHoBaHMe, aapec B cootseTcTemm C ENPIOA, MHH, OI'PH);

¢ PECypC oneparopqa, HA KOTOPbLIX OYAET NPOUCXOAMTb PACMPOCTPAHEHME AQHHbIX

* LLEeAb (LeAn) OBpPabOTKM NEPCOHAABHbLIX AQHHbIX;

* KATETOPMU M NEepPEYEHb MNEPCOHAAbHBIX AOHHbIX, HO ODPADOTKY KOTOPbLIX AOETCH COTAACUHE;

* YCAOBMUSA M 3AMNPETbI HO OOPABOTKY NEPLCOHAAbHbBIX AQHHbIX(3AMOAHAETCH MO XEAQHMIO CYObEKTA);
* CPOK AEMNCTBUA COrTAQCUS

Coraacme moxet OblTb MOAQHO:

¢ HEMNOCPEACTBEHHO ONEPATOPY C MCMOAb3OBAHME ero NC MAM B MMCbMEHHOM dbopme

* C ncnoabzosaHnem NC PockomHaa3opa (npuka3s PKH Nel06 ot 21.06.2021 r.; BCTYNAEHME B CHMAY C
01.03.2022, HO noka He paboTaerT)



Aorosop c
00padOTYUKOM
NepCOHAAbHbIX

5 ACHHbIX




470 AOAXHO ObITb B AOTOBOPE C 3-M AMLLOM, KOTOPOMY NOPYHAETCH 00PADOTKO
NEePCOHAAbHbBIX AOHHbIX (4.3.CT.6 152-P3)

 [lOMMEHOBATL MepeAaBaemble B OBPABOTKY NMEPCOHOAbHbIE AQHHbIE, AEUCTBUA C HUMU U LEAU
00pPabOoTKM

¢« OOPABOTYMK ODA3AH CODAIOAATE KOHAOMAEHLMAABHOCTbE OOPADATLIBAEMbBIX MEPCOHAAbHbBIX AQHHbIX

« OOpaboTiMKk 00930H obecneynTb 3aLMTY OBPABATLIBOEMbIX MEPCOHAAbHbLIX ACQHHbBIX (HA3HAYMTD
OTBETCTBEHHOE AMLLO, OBYYM1Tb PADOTHMKOB, YTBEPAUTL MOAUTUKM U MPOOLEAYPbI)

« OOpPAbOTYMK OOA30H obecrevymtb Oe30NMACHOCTb ODBPADOTKM MOAYYEHHbLIX MNEPCOHAAbHbBIX ACQHHbIX
(pa3rpaHu4yeHme yposHen aAoctyna, MY, CK3U)

« OOpPAbOTIMK OOA3AaH COOOLLUMTL onepartopy o060 YyTeykax, notepsdx AAHHbIX UMAKU AODbIX APYIMX
CYLLLECTBEHHbIX HAPYLLEHMAX, MOOABUBLLUMXCS B MEPUOA OOPADOTKM NEPCOHAAbHBIX AOHHbIX

« OOpPabOoTYMK OBA30H 0becneymTb AOKAAM3IALMIO ©OA3 AOHHbIX

« OOPABOTIMK MO AOCTMXKEHUU LLEAEM ODPADOTKM AOAXKEH YHMUYTOXUTb BCE MOAYYEHHbIE OT OMEPATOPA
NEePCOHAAbHbIE AOHHbIE M HAMPOBUTL B AAPEC OMEPATOPA YBEAOMAEHUE O BbIMOAHEHWM ODA3ATEABCTBO

e OOPAbOTYMK OO430H MPEAOCTOBUTL MO TPEOOBAHMIO OMepatopd AOKYMEHTbI, MOATBEPXKAAKOLLMNE
BbIMOAHEHME B349TbIX HO Ccebs 0BI30TEALCTB

Il OTBEeTCTBEHHOCTb nepeA CyObekKTOM NEepPCOHAAbHbIX ACGHHbLIX 30 AeUCTBMA O0OpaboTyMka HeceT
onepaTop



[TOABUAO AOKOAM3ALMM MEPCOHAABHbBIX AQHHbIX

[TOABMAO AOKOQAM3ALMM MEPCOHAAbHbBIX AQHHbBIX — OD43AHHOCTL ODecCneYmTb 3arnmMcChb, CMUMCTEMATU3IALIMIO,
HOKOMAEHME, XPAHEHUE, YTOYHEHME (OOHOBAEHUE, M3MEHEHME), U3BAEYEHME NEPCOHOAAbHbIX ACQHHbIX
POXAQH Poccumckom Pepsepaumm C UCMOAb3OBAHMEM OA3 AQHHbBIX, HAXOAILLMXCH HA TEPPUTOPUU
Poccumckom Peaepaumm (c1.18 152-P3)

HapyLLueHne NpaBMAQ BAEYET OTBETCTBEHHOCTL MO 4.8.CT.13.11 KOAIll PP:

o tpado HaO onepatopa oT 1 A0 6 MAH. PYO. (OT AO 18 MAH. py©O. 30 NMOBTOPHOE HAPYLLEHME)

+

o LITPOM HO AMLO, OTBETCTBEHHOE 30 OPraHM3AUMIO ODPABOTKM NEPCOHAAbHbBIX AGHHbIX, OT 100 A0 200
TbiC. pYyO. (0T 500 A0 800 ThIC. PYO. 30 MOBTOPHOE HAPYLLUEHME)

+ /-

BO3MOXKHbI OPraHM3ALUMOHHBLIE MOCAEACTBUA B BMAE NMPEANMMCAHMA PKH O MOAEPHM3IALMKM Npoueccda
O0BPABOTKM MEPCOHAABbHbBIX AOHHbIX (ODbIMHO, B CXXATbIE CPOKM — AO 6 MECHLLEB)

+ /-

BO3MOXKHbI PEMYTALMOHHBIE PUCKM (YXYALLEHME PEenyTauMM U AOAXHOCTHbBIX AMLL, HETOTMBHbIM ODPC3 B
CMN)




[ToATBEPXKAEHME ODAKTA YHMYTOXEHMS [TAH

C 01 mapta 2023 roAQ BCTYNAKOT B CUAY HOBblE TOPEDOBAHUSA K MPOLEAYPE MOATBEPXKAEHUNA CAYYOEB
YHUYTOXKEHUSA MEPCOHAAbHbBIX AQHHBIX (NPMKA3 PKH Nel/79 ot 28.11.20221.)

HeaBTOMATU3IMPOBAHHAS OOPABOTKO ABTOMATU3INPOBAHHAN OOPADOTKA
AKT OO YHUYTOXEHMM + AOT-COAMA (BbITPY3KA M3
AKT OO YHUYTOXKEHMM: KYPHAAQ permctpaumm cobbitmm B MCIA):

* HAMMEHOBAHME OMEPATOPA

 CnNMCOK AULL, YbU ACHHbBIE YHUYTOXKEHDI, U *  CMMCOK AULL, YoM AQHHbBIE YHUYTOXKEHDI, U
CMMCOK CAOMUMX AQHHbIX CMMCOK CAOMUX AQHHbIX

¢« PO YAEHOB KOMMCCUM MO YHUYTOXKEHMUIO « HammeHoBaHMe UT-CHUCTEMDI, N3 KOTOPOMU
[TAH 1 X MOAMUCH ACHHbIE YAQAEHDI

« Crnocob YyHMYTOXKEHMS o [IPUMYMHBI YHUHTOXKEHMS

 HaMMEHOBAHME MATEPUAABHOTO HOCUTEAR C |*  AJTA YHUYTOXEHUS
YKA3AHMEM KOA-BA YHUYTOXXEHHbIX AMCTOB

o [1PUYUNHBI YHUHTOXKEHMS

o  AQTA YHUYTOXEHUS




Kak nepeAdtb NepPCOHAAbHbIE AOHHbIE 3-MY AMLLY

[lepeAd4a MepPCOHAAbHbBIX AQHHbLIX MO HE3ALLUMLLEHHBIM KAHAAOM CB43M 3anpelleHa (npukas PCToK
No21)

30LUMTA  KAOHOAQ  CBS3M  MOXET OblTb PEAAM3OBAHA KOK C  MOMOLLBIO  CEPTUAOMLIMPOBAHHDIX
KPUMNTOrPAMOUYECKMX CPEACTB, TAK M C MOMOLLLBIO MHbIX CPEACTB 3ALLLUTBI: APXMBUPOBAHUE M MAPOAD.

OOLLee NpaBUAO:
* 30QPXMBMPOOBATbL ODAMA;
* YCTOHOBMUTb MAPOAD;

* HAMPABUTb ODAMA M NAPOAb PA3HBIMU KOHOAOMM CBA3M

HE30BMCHMMO OT BbIODPAHHOM AOOPMbl KOMMYHUKALIMKM, MHADOPMALMA MOXET PATAALLIATLCHY TOAbKO
YIMOAHOMOYEHHbBIM MOAYHOTEAIM.



OTNPABKA AQHHbIX ADYTOMY AULLY

|_|_DO6/\6/\/\CII OoTrnpPABKA AAHHbLIX HEYTTOAHOMOHYEHHOMY MNMOAYHATEAIKO

[ToMYMHbI: YHEAOBEYECKAS OLLUMBOKA

Kak peLUmnTb: NMPUHUMMN 4-X TAQ3

YTO HONMMCATbL CYObLEKTY:

NpoCUM Bac YyAQAMTb BCE COOOLLEHMS, MNPUXOAILLME OT KOMMAHUM, B OTHOLLEHUM [MPOUCAAHHOIO
AOrOBOPA, A TAKXKE COBAIOAATh KOHCOUAEHUMAABHOCTb B OTHOLLEHMM TEX AQHHbIX, KOTOPbLIE CTAAM Bam
M3BECTHbI



OTNPABKA AQHHbIX MO OTKPbITbIM KOHOAGM CBS3U

[TpoBAEMA: AQHHbBIE MEPECHLIAQIOTCS B (OTKPLITOM) BUAE, OE3 MAPOAS

[ToMYUHbI: OTCYTCTBUE 3HAHMM OO MHADOPMALMOHHOM OE30MACHOCTM

KAK peLLUUTb: TREHMHIU, OOYYEHMUS, MHCTRYKTUPOBAHUE NEPCOHAAC

[lepeCbIAKA NEPCOHAAbHbBIX AOHHbIX B OTKPBITOM, HE 3AMAPOAEHHOM, BUAE HE AOMYCKAETCH.

CoO3A0HME APXMBA + YCTAHOBAEHME MAPOAYI MPUM NEPECHIAKE AQHHbIX BAIETCA OAHOM U3 MEP MO 3ALLMTE
MHJDOPMAUMM OT €€ YTEYEK.



Ceccus
BOMPOCOB U OTBETOB
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